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1. DEFINITIONS

Term Meaning in this document

Authorisation + Current and future ACCC authorisations for the BSC and Participants to engage
in conduct to operate the Scheme.

B-cycle Protocols + The B-cycle Participant Commitment Form, the B-cycle Accreditation Application
and the B-cycle Collection & Recycling Network Accreditation Protocols,
published on the B-cycle Website

Board + The Board of Directors of the BSC.
BSC Authorised + The specific BSC Personnel or contractors who, due to their BSC Role and/or
Personnel contractual arrangements, have been granted access to Commercially Sensitive

Participant Information and who have sighed a BSC Employee Confidentiality
Undertaking

BSC Employee + The written undertaking which the BSC requires from all employees that the BSC
Confidentiality identifies as requiring access to Commercially Sensitive Participant Information
for the purpose of carrying out their employment duties, to adhere to and uphold
the Confidentiality Protocol and this Register

Undertaking

BSC Personnel + Employees and contractors engaged by the BSC to undertake specific Roles in
the organisation

BSC Role + A role or position that a BSC Personnel is engaged to perform, which has specific
duties and responsibilities within the BSC.

Claims Portals + The various Portals made available to Participants for the purpose of submitting
claims for Rebates under the Scheme, and in accordance with the B-cycle
Protocols.

Collector + Collectors of used batteries from Accredited Drop-Off Points which have applied

for and obtained accreditation under the B-cycle Protocols

Confidentiality Protocol + The BSC Participant Confidentiality Protocol as amended, published on the B-
cycle Website

Commercially Sensitive + DoP Contact Data in relation to Non-Public Drop-Off Points which a Participant
Participant Information identifies to BSC as being commercially sensitive to their business.
DoP Contact Data + Details of all Public Drop-off points and Non-Public Drop-Off Points (site,

company type, contact details, etc) which is required by BSC in order to verify
claims for rebates under the B-cycle Protocols

Dop Contact Database + The database controlled by the BSC which contains the DoP Contact Data,
subject to the specific requirements of this Register and the Confidentiality
Protocol

+

Non-public Drop off Drop-off points for used batteries which are not publicised on the BSC website.

Point
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Term Meaning in this document

Participant + A participant in the Scheme - being one or more of an Importer, Retailer,
Collector, public or non-public Drop-off Point, Drop-off Point, Sorter or Recycler

Participant Information + Information provided by Participants to the BSC for the purpose of administering
the Scheme in accordance with the ACCC Authorisation and the B-cycle
Protocols, including DoP Contact Data.

Portal Users + BSC Personnel who are employed in BSC Roles which involve the technical and
administrative operation of all Portals, or who require access to enable
downloading of data to save securely in accordance with The Data
Confidentiality Overview.

Public Drop Off Point + Drop-off points for used batteries which are publicised by B-cycle and out
partners.

Register + This BSC Drop Off Point Data - Confidentiality Register, as amended

Scheme + the B-cycle Scheme which is administered by the BSC.

SharePoint Administrator @+ The BSC Personnel who has been specifically assigned the duty to administer the
BSC SharePoint systems and the required responsibilities to ensure compliance
with all applicable policies.

2. PURPOSE

2.1 DROP OFF POINT - DATA CONFIDENTIALITY

As part of the BSC’s Confidentiality policies and procedures, it is BSC’s responsibility to ensure data provided by
Participants is used in accordance with the purpose it was gathered for and that the data is secured and remains
confidential. Specifically, for commercially sensitive DoP Contact Data, it is important that contact information
(name and contact details) are not disclosed beyond authorised personnel. Specifically, Drop DoP Contact Data
is not accessible by BSC Board members. This Register outlines the specific measures to protect the
confidentiality of commercially sensitive data, including Commercially Sensitive Participant Information ,and
documents the register of roles with access to this confidential information.

This register outlines the specific measures to protect the confidentiality of DoP Contact Data and details the
register of roles and responsibilities of BSC Personnel with access to this information.

There are two key areas where security and access measures are in place including access by:
4+ BSC Roles to the Contact Database
4+ BSC Roles and external personnel to the specific SharePoint Portals used in the Claims submission process

+ BSC Authorised Personnel to information pertaining to DoP Contact Data.
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3. DATA CONFIDENTIALITY OVERVIEW

DROP OFF POINT DATA - CONFIDENTIALITY REGISTER
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4. CONTACT DATABASE ACCESS REGISTER

The following table lists the BSC Roles that have download access to the Dop Contact Database. Access is
controlled by two factor authentication and no person other than the BSC Authorised Personnel employed or
contracted in the identified BSC Role listed can access or download DoP Contact Data.

The BSC will ensure access with download capability of DoP Contact Data will:

+ be granted only to BSC Authorised Personnel so that they can fulfil the responsibilities of their specific BSC
Role.

+ not be granted to any person that is employed by, or otherwise represents, any Participant.

+ BSC Authorised Personnel in the specified Roles will be required to access and deal with the DoP Contact
Data in accordance with the Confidentiality Protocol.

Figure 1. Drop off Point database download access

“ Relevant Responsibilities requiring access

Administrative Downloading email addresses to facilitate communications to Participants regarding the

Scheme.
Information IT systems analysis and testing new IT systems within BSC, including for the purpose of
Technology facilitating/supporting the DoP Contact Database and Participant reporting channels.
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5. BSC PERSONNEL CLAIMS PORTAL ACCESS REGISTER

The following table lists the BSC Roles that have access to all Claims Portals. Access is managed by two factor
authentication and no person other than the BSC Authorised Personnel employed in the identified BSC Roles
listed in Figure 2 below, can access the Participant Information in the Claim Portals.

+ Portal Users have access to all Portals as required to carry out the duties of their BSC Role

+ SharePoint Administrator can access all portals and grant access to others.

eoe @ - [~}

P Searchthis ste
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/
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Welcome to the Claims Portal

To get started, please click on the Claims menu above and select your Organization. This will take you to your own document space where you can review
uploaded documents and upload new documents. News items and special BSC Events will be posted below for your convenience.

Templates, Processes & Procedures, Webinar Slides and more will be found in the Documents Menu as they are posted.

Figure 2 BSC Roles Claims Portal access

Administration Input and maintenance of data in a Claim Portal

Access of data for the purpose of verifying Rebate claims in accordance
with BSC Protocols

Claim verification team

Accounting personnel Review and payment of rebate claims

6. Changes to the BSC authorised personnel

Changes to the BSC Authorised Personnel employed or contracted in the specified BSC Roles must be approved
by the BSC CEO.

The BSC acknowledges that changes in the BSC Authorised Personnel could arise due to BSC Personnel natural
turnover and attrition, temporary unavailability of one of the BSC Authorised Personnel in a BSC Role or changes
to the Scheme and its IT platforms which results in changes to the staffing needs of the BSC. In cases where a
new contractor is required, contractual arrangements shall be consistent with the Participant Data Confidentiality
Protocol and this Register.

In the event that it is identified that a changes in the BSC Authorised Personnel are required to occur:

The BSC CEO will be required to approve any proposed change

If required, BSC will ensure that any new BSC Authorised Personnel makes a BSC Employee Confidentiality
Undertaking

+ The BSC CEO will provide written notice to Participants with Commercially Sensitive Participant
Information as soon as practicable, and within 21 days of the change become effective.
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