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1. SCOPE 

1.1. This Participant Confidentiality Protocol (Confidentiality Protocol) applies to the collection, use, disclosure, and handling 

of the information provided by B-cycle Scheme Participants to the Battery Stewardship Council (BSC). 

1.2. The BSC uses Participant Information to operationalise the B-cycle Scheme within current and future ACCC authorisations 

(Authorisation) and to meet our obligations for transparency and accountability. 

1.3. The BSC is committed to respecting and protecting Participant Information and ensuring that our data protection systems 

are managed in an open and transparent way.  

2. DEFINITIONS 

Term Meaning in this document 

Authorisation  Current and future ACCC authorisations for the BSC and Participants to engage in conduct to operate the 

Scheme. 

B-cycle Protocols  The B-cycle Participant Commitment Form, the B-cycle Accreditation Application and the B-cycle Collection & 

Recycling Network Accreditation Protocols, published on the  B-cycle Website  

Board  The Board of Directors of the BSC. 

BSC Employee  
Confidentiality 
Undertaking 

 The written undertaking which the BSC requires from all employees that the BSC identifies as requiring access 

to Commercially Sensitive Participant Information for the purpose of carrying out their employment duties, to 

adhere to and uphold the Confidentiality Protocol and the Drop off Point Data – Confidentiality Register  

Collector  Collectors of used batteries from Accredited Drop-Off Points which have applied for and obtained accreditation 

under the B-cycle Protocols. 

Participant Information   The information, including DoP Contact Data, which is required to be submitted to the BSC to meet the 

evidentiary requirements to claim a rebate under the B-cycle Protocols. 

Commercially Sensitive 
Participant Information 

 DoP Contact Data in relation to Non-Public Drop-Off Points which a Participant identifies to BSC as being 

commercially sensitive to their business. 

DoP Data  Details of all Public Drop-off points and Non-Public Drop-Off Points (site, company type, contact details, etc)  

which is required by BSC in order to verify claims for rebates under the B-cycle Protocols 

Importers  The Importer is the entity that: 

 imports, manufactures, or distributes Battery Products into Australia; or 

 makes the first sale of the Battery Product within or into a State or Territory to the point where the 

Battery Product is intended to be used, consumed or on sold to a consumer (unless the Levy has 

previously been paid by another entity); or 

 facilitates the supply of Battery Products into Australia via an online marketplace where the consumer is 

considered the importer; or 

 any other obligated party required to participate in a product stewardship scheme as otherwise defined 

by government.   

Non-public Drop off Point  Drop-off points for used batteries which are not publicised on the BSC website. 

Participant  A participant in the Scheme – being one or more of an Importer, Retailer, Collector, public or non-public Drop-

off Point, Sorter or Recycler 
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Term Meaning in this document 

Participant Information  Information provided by Participants to the BSC for the purpose of administering the Scheme in accordance 

with the ACCC Authorisation and the B-cycle Protocols. 

Public Drop Off Point  Drop-off points for used batteries which are publicised by B-cycle and our partners 

Recyclers  Recyclers of collected and sorted used batteries which have applied for and obtained accreditation under the 

B-cycle Protocols. 

Sorters  Sorters of collected used batteries which have applied for and obtained accreditation under the B-cycle 

Protocols 

Scheme  the B-cycle Scheme which is administered by the BSC. 

 

3. COMMITMENT TO PROTECTION OF COMMERCIALLY SENSITIVE PARTICIPANT 

INFORMATION 

3.1. BSC recognises that there may be privacy and security concerns regarding Participant Information, therefore we have 

established robust processes to ensure data is protected. 

3.2. BSC is committed to protecting all Commercially Sensitive Participant Information. We have conducted a risk analysis and 

instituted legal mechanisms, policies, and data management procedures to manage data security risks.   

4. WHAT INFORMATION DOES THE BSC COLLECT FROM PARTICIPANTS AND WHY? 

4.1. The BSC is authorised by the ACCC to administer the B-cycle Scheme in accordance with the Authorisation. In order to do 

so, it is required to collect from Participants certain Participant Information, which may include the following depending 

on the Participant type: 

(a) corporate details of all Participants 

(b) DoP Data (also refer to the Drop off Point Data – Confidentiality Register) 

(c) information required by B-cycle audit and accreditation processes, as identified in the B-cycle Protocols, which 

includes: 

(i) data on the numbers, chemistries and types of batteries being collected, sorted and processed 

(ii) evidence of chain of custody and traceability to end of life, including recovery rates 

(iii) financial information related to the operation of collection, sorting and processing activities 

(d) data regarding weight, chemistry, and types of battery imports 

(e) data regarding the levy being passed to consumers 

5. PARTICIPANT INFORMATION  

5.1. The BSC acknowledges that some Participant information may have commercial sensitivities for Participants; and takes all 

reasonable steps to ensure that such information is only collected as reasonably necessary to be able to administer the 

scheme in accordance with the Authorisation.  

5.2. If a Participant identifies to the BSC that specific Participant Information is Commercially Sensitive Participant 

Information, the BSC undertakes to treat that specific information as Commercially Sensitive Participant Information in 

accordance with this Confidentiality Protocol and the Drop off Point Data – Confidentiality Register. 

5.3. Once Participant Information is no longer current or required for validation purposes, the BSC will delete these files. 
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6. HOW THE BSC COLLECTS PARTICIPANT INFORMATION 

6.1. The BSC may collect Participant Information in a number of ways, including: 

(a) directly from Participants when joining the Scheme as a Participant  

(b) through the reporting requirements of the Scheme, as required by the Authorisation and in accordance with the B-

cycle Protocols 

(c) in the course of providing guidance or information to Participants 

(d) while undertaking audits of Participants, as required by the Authorisation and in accordance with the B-cycle 

Protocols 

(e) in a business development context in the context of the BSC activities focused on the objectives of the Scheme 

(f) from publicly available sources of information. 

6.2. BSC will not collect Participant Information from a Participant unless the information is reasonably necessary for or is 

directly related to one or more of BSC’s functions or activities. 

7. USE OF PARTICIPANT INFORMATION BY BSC 

7.1. BSC may collect, hold and use Participant Information for the following purposes: 

(a) to operationalise the B-cycle Commitment document and Codes of Practice (as published on the B-cycle website) 

(b) to calculate and pay levies and rebates under the Scheme 

(c) to ensure Scheme Participants are acting in accordance with their obligations under the Commitment document and 

B-cycle Protocols 

(d) to communicate with Scheme Participants to verify they are meeting their obligations under the Commitment 

document, Codes of Practice and B-cycle Protocols 

(e) to communicate with Scheme Participants regards Scheme activities and outcomes 

(f) the identification of Importers 

(g) marketing and education purposes as permitted by the B-cycle Accreditation Application and Commitment 

document 

(h) to conduct audits as required by the Scheme and Authorisation. 

7.2. BSC may store Participant Information in a number of ways, including: 

(a) electronically on its computer databases; and 

(b) securely in hard copy, in the offices of relevant management staff or any other secure storage areas in each of its 

offices. 

7.3. BSC may provide Participant Information to contractors for the purposes of fulfilling section 7.1, subject to the BSC 

entering into contractual arrangements with such parties which include confidentiality obligations consistent with this 

Confidentiality Protocol. 

8. WHEN BSC WILL USE OR DISCLOSE PARTICIPANT INFORMATION 

8.1. The use or disclosure of a Participant Information will only be for the purpose for which it was collected or for related 

secondary purpose (a purpose other than the primary purpose but is related to the primary purpose) unless: 

(a) BSC is under a legal duty or obligation to disclose personal information about the Participant, or BSC is otherwise 

compelled to disclose such information by an Australian law, or by order of a court or tribunal 

(b) the Participant has consented to its use or disclosure 

(c) the Participant would reasonably expect BSC to use or disclose the Participant or the secondary purpose and the 

secondary purpose is directly related to the primary purpose 
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(d) BSC reasonably believes that the use or disclosure of the information is reasonably necessary for enforcement

related activities conducted by or on behalf of BSC in complying with the Authorisation and any other of its 

obligations.

9. HOW BSC WILL PROTECT COMMERCIALLY SENSITIVE PARTICIPANT INFORMATION

9.1. The ability of the BSC to protect Commercially Sensitive Participant Information is central to the ongoing success of the 

Scheme and of our Participant relationships.  

9.2. We will do this by: 

(a) implementation and maintenance of the Drop off point Data - Confidentiality Register

(b) Complying with all requirements of the Drop off Point Data – Confidentiality Register in managing its staff and 

systems

(c) storage of all digital files and data in secure two-factor authentication password protected Cloud based IT

environments 

(d) application of file level passwords on all confidential and sensitive data

(e) defined access restrictions and partitions to files and folders for employees based on defined roles and 

responsibilities

(f) employment contracts defining access to and usage of IT systems and confidential data

(g) corporate policies for Information Security Management (ISM), Internet Security, Cyber Security, Data Storage, and 

Incident Management

(h) requiring authorised personal that have access to Commercially Sensitive Participant Information sign the BSC

Employee  Confidentiality Undertaking.

9.3. The Provision of Participant Information to the Board 

(a) The BSC has robust governance procedures to ensure that Commercially Sensitive Participant Information is not

shared with the Board where there is a potential conflict of interest due to the specific Directors on the Board at that

time and the Board conflict of interest register.

(b) Where Participant Information is presented to the Board it is done so in an aggregated format that does not include 

any Commercially Sensitive Participant Information.

(c) The BSC’s governance procedures are subject to audits by the Department of Climate Change Energy, Environment

and Water.
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